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Background

Awarenes®f online safeguardingisksis essentiafor both youngpeopleand staff. With the increasing
useof digitaltechnologiespupilsare exposedo variousharmfulandinappropriateonlinematerialsuch
ascyberbullyingpnlinegrooming,andexposureo inappropriatecontent.

Bybeingawareof theserisks,pupilscantake proactivemeasurego protectthemselvesandtheir peers.

This awareness also empowers them to report any suspicious or harmful activities to trusted adults,
ensuring a safer online environment for everyone. For staff, understanding these risks is essential to
effectivelymonitor and guide pupilsbnline activities,ensuringthat they adhereto safepracticesand

avoid potential dangers, as well as keeping themselves safe online.

Thispolicyprovidesastructuredapproachto managingheserisksthroughasetof technicalmeasures

and cultural awareness and provides a consistent and comprehensive framework for online safety,
fostering a culture of vigilance and responsibility among both pupils and staff. This not only helps in
mitigatingrisksbut alsopromotesa positiveandsecuredigital learningenvironment.

General OnlineSafeguardingRisks

Generaligital safeguardingisksare dynamicandwill be keptunderreview. Thebreadthof issues
classifiedwithin onlinesafetyis considerableand ever evolving, butan becategorisednto
four areas of risk:

Content beingexposedao illegal,inappropriate,or harmful content, for example:pornographyracism,
misogyny selfharm, suicide antisemitism radicalisationextremism,misinformation,disinformation
(including fake news) and conspiracy theories.

Contact: being subjected to harmful online interaction with other users; for example: peer to peer
pressure, commercial advertising and adults posing as children or young adults with the intention to
groomor exploitthem for sexual criminal,financialor other purposes.

Conduct:online behaviour that increases the likelihood of, or causes, harm; for example, making,
sendingandreceivingexplicitimages(e.g.consensuaandnon-consensuasharingof nudesand semt
nudesand/or pornographysharingotherexplicitimagesandonlinebullying,

and Commercerisks such as online gambling, inappropriate advertising, phishing and or financial
scams.

Significantisksinclude:

1 Accesdo inappropriate content

9 Biasanddiscrimination

Cyberbullying Ensuringhat pupils areprotected from cyberbullyingndhavethe resources
to report and address it

Deepfakes

Harmfultargeted websitesand adverts

Onlineabuse

Onlinegrooming
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1 Onlinepredators
1 Sextortion

RelevantGuidance

This policy complies with relevant requirements

Safein EducationDigitaland Technology Standards 8thoolsandCollegesand GenerativeAl: Product
Expectations and DFE Generative Al in Education.

GenerativeAl

G A TAIPRsotocolsetsout the conditionsfor the safeuseof Alandshouldbe readin conjunctionwith
thispolicy.

GATis particularlyawareof the potentialto useGenerativeAl to provideadditionalinsight,whichwill
helpit personalisgupil learningandsupport. Thisincreasedbility to gaingreaterinsightalsocomes
with potential additionalrisks,whichmustbe fully consideredn developinghe insight.

GATwill supportpupilsgeneralunderstandingof the risksof usinggenerative Athroughthe delivery
of the PSHE curriculum.

Theuseof GenerativeAl shouldonly be usedwherethe benefitsof useoutweighthe risksof usingin
and in thebestinterestof the pupil.

Rolesand Responsibilities

Thefollowing sectionoutlinesrolesand responsibilitiesTheTrustrecogniseghat all membersof the
communityhaveimportantrolesandresponsibilitiego playwith regardto onlinesafety:

TheTrustBoard

TheTrustBoardisresponsibl€or monitoringthe overalleffectivenes®of our approach.TheBoardwill
receive regular information about online safety issues via the relevant committee to ensure that they are
doingall they reasonablyan tolimit online safety risks. This wilficludereview of Trust filteringand
monitoringsystems.

TheExecutiveLeadershipTeam(ELT)

ELTareresponsibldor ensuringeffectiveimplementationandreviewof this policy. ELTwill ensurethat
the TrustBoardreceiveregularinformationaboutonline safetyissuessiathe relevantcommittee . ELT
will setexpectationgegardingTrustQualityAssurancendwill ensureregularreviewof thispolicyand
that their directorateteamsare awareof the policy.

Technologyandrisksandharmsrelatedto it, evolve,andchangerapidly. TheTrustwill carryout areview
atleastannually in line with DfE guidancef its approachto online safety,supportedby anannualrisk
assessmenthat considersand reflects the risksmanaged centrally by th8afeguardindirectorate
and current IT provider



Public

Principals

ThePrincipalwill be accountabldor the following,althoughthey maydelegateday-to-dayleadership
responsibilities to other members of tlecademy leadership team;

o Ensurdhat onlinesafetyisviewedasasafeguardingssueandthat practiceisin linewith Trust
expectationsas described in thigolicy andnationalrecommendations and requirements;

0 ensure the academy follows Trust policies and practices regarding online safety, information
security and data protection:

0 ensure that pupils are aware of their own responsibilities under this policy and ensure that
parentsand carersare awareof aspects othis policy that applyto them

0 ensure that online safety is embeddedthin the whole schookurriculum, which enables all
pupilsto developanageappropriateunderstandingof online safety;

0 supportthe DSL an®nlineSafetylLead byensuringthey havesufficienttraining, time, support
and resources to fulfil their responsibilities in relation to online safety and filtering and
monitoringsystems;

0 ensurethat all staffcomplete regular, upo date andappropriate onlinesafetytraining;

o0 beawareof whatto doin the eventof a seriousonline safetyincident,and ensurethe useof
Trust reporting channels for online safety concerns;

0 receive regular reports frorthe DSL on online safety émsure appropriate action is being taken
in their academy.

DesignatedSafeguardind-.eads(DSLS)
DSLsakedayto dayresponsibilityfor the online safetyof pupilsandhaveresponsibilityfor;

0 understandinghe filteringand monitoringsystems in placand that these arenanageccentrally
by the Safeguaidg Directorate and IT Provider

0 understanding the DfEuidance Meeting digital and technology standards in schools and colleges

0 promote an awareness of and commitment to online safety throughout the academy
community and ensure all staff are aware of their responsibilities regarding filtering and
monitoringsystems;

o ensurethereisanidentified OnlineSafetyLeadwho facilitatestrainingandadvicefor all staff,
keepingcolleagues informed afurrent research, legislation and trends regardimijne safety
andcommunicatinghis tothe academy communityasappropriate;

0 ensurethat all staff areawareof the procedureghat needto be followedin the event ofanonline
safetyincident;

o0 respond in gimely wayto reported concerns regarding pupil internesage, taking relevant
action where required.

Online SafetyLead(OSLs)

Each academy has a named @&b will work with the DSL to review the academy online safety
approach.They are also responsible for:

0 ensuringthey keepup to datewith national,localand Trustupdatesregardingonline safety

o facilitate training and advicefor all staff keepingcolleaguesnformed of current research,
legislation and trends regarding onlisafety;

o haveknowledgeandunderstandingpf the Trustfiltering andmonitoringsystemsGenAland
cyber security systems and communicating this to the academy commumigtstanding
the requirementsof DfE Guidance: Managing digital technology standards in schools and
colleges
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o actasthe namedpoint of contactonall onlinesafetyissuesandliaisewith other membersof
staff or other agencies;
0 keep the online safety component of the curriculum under review, in order to ensure that it
remains up to date and relevant to pupils.
Staff
All staffwill;
0 readandadhereto thispolicyinrelationto onlinesafety;
o takeresponsibilityfor their own appropriateuseof Trust/academyystemsandthe datathey
use, or have access to;
0 modelsafe,responsibleandprofessionabehavioursn their own useof technology;
o havean up to date awarenessof a range of online safety issuesand how they may be
experiencedy pupilsthroughensuringheir trainingandknowledgesupto date;
o knowwhenandhowto escalateonlinesafetyissues.

Pupils(at alevelthat is appropriateto their individualage,ability andvulnerabilities)

Pupils will :

(0]

(0)
(0)

have an up to date awareness of a range of online safety issues and how they may be
experienced by pupils through the Academy curriculum offer; read and adhere to relevant
academy online safety documents;

takeresponsibilityfor keepingthemselvesafeonline;

andreport to atrusted adult, if thereisa concern online.

Parentsandcarers

We believethat our work in the area ofonline safetywill be greatly enhanced vfie havethe engagement
and support of all our parents and carers, it is therefore recommended that they are aware of the
importanceof:

(0]

encouraging their children to adhere to academy online safety documents; supporting the
school in online safety approaches by discussing online safety issues with their children and
reinforcingappropriate safeonlinebehavioursathome;

modelling safe and appropriate use of technology and social media, including seeking
permissiorbeforetakingandsharingdigitalimagesof pupilsotherthantheir ownchildren;
understandingchangesn behaviourcouldindicatethat their childisat riskof harmonline;
seekinghelpandsupportfromtheirc h i ihdividuslacademypr other appropriateagenciesif

they or their child encounter risfir concerns onling;

using school systems, such as learning platforms, and other network resources, safely and
appropriately; and taking responsibility for their own awareness in relation to the risks and
opportunities posed by newnd emerging technologies.
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ITManagedServicePartner (MSP)

The MSP wil|l manage the technical I' T environmen
enterpriselevelsystemdasedon Microsofttechnologiesyhichprovideexpertiseandadvicein relation
to prevailingonlinesafetyrisks,in line with Microsoftsecurityguidelines.

CyberSecurityPartner

G A TCylserSecurityPartnerprovidefurther expertise support,intelligenceand monitoring (Security
Operations Centre) to GAT to enstinat is can managis CybelSecurityrisks.

External groupsnd organisations

External groups and organisations will be expected to read, understand and implement all relevant
online safetydocumentation andexpectationsprior to beinggiven individuahccess tany Trustnetwork
andensurethey adhereto theseat all timesasspecifiedin our BringYourOwnDevicePolicy.

Filtering

In order to protect pupils from accessing harmful online content and staff accessing inappropriate
content, GAT applies filtering and monitoring polieggch apply to all GAT owned student and staff
devices.

GAT will work with its IT MSP to determine a list of blacklisted search categories, which will be kept
underregularreviewandmaintainedby our MSPandSafeguardin@irectorate.

Anyrequestto whitelist awebsitewithin ablacklistedcategorywill be madeto the MSPIT ServiceDesk,
andif the requestisconsiderecdhot to leadto anunacceptableiskby the MSPandG A §Safeguarding
Directorate,approvalwill be soughtfrom the academyprincipal.A registerof approvedrequestswill be
maintained by the MSP on behalf of GAT.

Monitoring

Onlineactivity of all staff and pupilsacrosghe Trustis monitored by the Safeguardind@irectoratevia
the Trustinternetmonitoringsystemmaintainedoy G A TMSP.

DSLs within academies are informed of incidents of pupil misuse/potential risk as reported via the
OnlineFilteringSystem Anyincidentsof this type shouldbe dealt with throughnormalbehaviourand
disciplinanyprocedureswith consideratiorgivento safeguardingoncernsgn everyincident.

Identifiedconcerngelatingto the onlineactivity of Truststaffwill be followedup throughthe relevant
Directorate.

If youwitness/becomeawareof anyonlinesafetyissues/oumustrefer this to the AcademyDSlor your
linemanager.

GATusesMicrosoft CopilotChatand M365 asits preferred GenerativeAl LLMwhichoperatesunder
Mi crosoft’'s et BATchaslaccess to dll staffrpmpts mide in Microsoft Copilot and
mayreviewanypromptsfailingMi c¢ r o ethicélAlfiltesing.
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CyberSecurityand Data Privacy

GATtakesits responsibilitieso ensurethat pupilsandstaff datais privateandsecureandthat access

to online data, systemsand softwarecanbe achievedwhilst ensuringthe protection of personaldata.

GAT operates a Zero Trust Cyber Security Policy and utilises cyber security experts to support the
delivery of that policy.

Asa part of anextensiveapproachto managinghe risk of cybersecurity, GAThas receivedhe Cyber
Essentials Plus accreditation.

Online SafetyAwarenessand Training

Pupilswill developonlinesafetyskillsthroughtheir curriculum,includingthroughthe deliveryof PSHE.
Staffwill receiveregularsafetycybersecurity trainingandphishingexercises.

SpecificTechnologyissues

Onlinemeetings
OnlyMicrosoft Teamawill be usedfor any GATorganisedonlinemeeting. Forthe avoidanceof doubt,

GAT will only utilise any other meeting platforms, including Z@gdomgle Meet upetc if these platforms
areinsistedon by other externalagenciesvho havearrangedhe meeting.

All participantsin anyonline meetingorganisedoy GAT(includingonlinelearning)will be expectedto
havetheir cameras on t@nsurethat all participants arehoseexpected.

The only meeting notetaking or transcription application that will be used by GAT will be through
Microsoft Office.

EducationSoftware

Any educational software used by pupils or staf

Software Screening Protocol administered within its softwanatocol.



